
 

 

 

 

 

March 18, 2024 

    

SENT VIA ELECTRONIC MAIL 

 

New Hampshire Department of Justice 

Office of Consumer Protection 

1 Granite Place South  

Concord, NH 03301 

Email: DOJ-CPB@doj.nh.gov 

 

   

 

Re: Notification of Data Security Incident 

 

 

Dear Office of the Attorney General: 

 

We are writing on behalf of Eland Energy, Inc. and affiliates (“Eland Energy”) in connection with the data 

security incident described below. Eland Energy is an independent oil and natural gas exploration and 

production company with the following principal address: 16400 Dallas Pkwy #100, Dallas, TX 75248. 

In the early morning hours of January 19, 2024, Eland Energy learned it was hit with a ransomware attack. 

The discovery occurred less than an hour after the threat actor infiltrated the system. Eland Energy 

immediately took servers offline. The FBI was notified later that day and the company obtained third-party 

cyber forensics. However, it took Eland Energy some time to determine the extent of the incident, including 

who or if anyone was affected because their response was prompt. Eland Energy identified the individuals 

impacted by this incident on March 7, 2024. 

At the time of the event the following information may have been affected:  

. 

Eland Energy is providing affected individuals with access to credit monitoring and fraud assistance 

services at no charge. These services will be provided by IDX, a company specializing in fraud assistance 

and remediation services.   

Upon learning of the malicious activity, Eland Energy promptly took steps to further secure its systems and 

investigate the event. As part of its ongoing commitment to the privacy of personal information in its care, 

Eland Energy reviewed existing policies and procedures and implemented additional administrative and 

technical safeguards. Eland Energy also worked with third-party subject matter specialists to further 

enhance the security of its systems and prevent future attacks. 

Eland Energy is in the process of mailing notification letters to nine New Hampshire state residents. The 

mailing date is anticipated to be this week. A sample copy of the notification letter is enclosed.  

 

 





 

 

 

<<Return Address>> 

<<City>>, <<State>> <<Zip>> 

 

 

<<First Name>> <<Last Name>> 

<<Address1>> <<Address2>>  

<<City>>, <<State>> <<Zip>>  

 

 

<<Date>> 

 

 

 

 

 

 

 

 

Notice of Data Breach

Dear <<First Name>> <<Last Name>>, 

We are contacting you regarding a data security incident that occurred on January 19, 2024 when an unauthorized user 

accessed Eland Energy, Inc. (“Eland Energy”) and its affiliates’ virtual server. As a result of this security incident, some 

of your personal information was exposed to others. Therefore, out of an abundance of caution, we are notifying you of 

this incident. 

 

What Happened  

In the early morning hours of January 19, 2024, we recognized an unauthorized user was on our server. We quickly 

terminated their access, notified law enforcement and obtained a reputable third-party forensics vendor to analyze the 

scope of their unauthorized access. On January 30, 2024, after learning more information through the investigation into 

this security incident, Eland Energy discovered that certain personally identifiable information was contained within the 

server. We have been diligently working through this supplied information and further determined your information was 

included. We are notifying you of this incident at this time.   

What Information Was Involved 

Although the specific information that was contained within the server varies by individual, such information may include: 

. 

 

What We Are Doing 

At Eland Energy, we take the responsibility of maintaining non-public information seriously. We have, and will continue 

to, implement additional security controls to reduce the risk of a similar incident occurring again. In addition, we are 

offering identity theft protection services to all impacted adults through IDX, A ZeroFox Company, the data breach and 

recovery services expert. IDX identity protection services include:  of credit and CyberScan monitoring, a 

$1,000,000 insurance reimbursement policy, and fully managed ID theft recovery services. With this protection, IDX will 

help you resolve issues if your identity is compromised. 

 










