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April 29, 2015

VIA US MAIL

Office of New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Notification of Data Security Incident
Dear Sir or Madam:

This firm represents Cities Service, LLC (“Cities Service”). In accordance with N.H. Rev. Stat. Ann.
§ 359-C:19, please accept this letter as notice of the compromise of certain computerized data of
Cities Service that may have led to the unauthorized acquisition of certain personal information,
including some combination of names, addresses and payment card account numbers and expiration
dates.

An explanation of the events giving rise to this notice is as follows:

On February 11, 2015, Cities Service was contacted by Six Continents Hotels (“IHG”), who was
previously notified by the United States Secret Service, that certain hotels affiliated with IHG had
been identified as potential victims of a data security incident. It was suggested that Cities Services
conduct a formal investigation into a potential data breach at its hotel location in Sulphur, Louisiana.
Cities Service engaged legal counsel and Dell SecureWorks to conduct a forensic investigation,
which investigation was concluded on March 23, 2015.

Dell SecureWorks’ investigation determined that, based on available evidence, starting on October
13, 2014, Cities Service’s payment processing environment was compromised by a malicious
attachment sent in an email. The compromise was contained on February 11, 2015 when Cities
Service ceased using the compromised workstation to process customer credit cards. Based on
information provided by Dell SecureWorks, a total of 613 individuals were affected, of which only 2
were residents of the state of New Hampshire.

The affected workstation was removed from the network and reimaged. Cities Service is updating its
firewalls, security software and employee procedures in line with re¢commendations from Dell
SecureWorks and Payment Card Industry (PCI) data security standards.
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Attached please find a copy of the notice that was provided to all affected individuals on April 28,

2015.

Cities Service is providing the affected individuals with credit monitoring and fraud assistance
services, which will be provided by IDT911, a company specializing in identity theft education and

resolution.

or by email at

For more information on the incident, i)lease contact the undersigned by telephone a_

Sincerely,

[

R. Michael Murphy
FOR THE FIRM

cc: Russ Bylsma, Cities Service
Justin Foreman, Cities Service
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