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February 4, 2015

The Honorable Joseph Foster
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

Re: Data Breach Report

Dear Attorney General Foster: I represent CICS Employment Services, Inc. (CICS), an
employment services company located at 2941 U.S. Highway 101, Lincoln City, Oregon 97367.
This letter is being sent pursuant N.H. Rev. Stat. §§ 359-C: 19-21 because CICS was notified by
the FBI that personally identifiable information (PII) of five (5) New Hampshire residents may
have been accessed without authorization. The PII resided on a Newtek Technology Services
server in Phoenix, Arizona, and included names, addresses, dates of birth, and Social Security
numbers. The PII was obtained and processed by CICS for the purpose of conducting
background checks for applicants for employment. The FBI did not disclose how or when the
alleged compromise occurred and, as explained below, multiple forensic examinations revealed
no evidence of a compromise. However, CICS understood the notification from the FBI as
triggering its notification obligations under N.H. Rev. Stat. §§ 359-C: 19-21.

CICS is fully cooperating with the FBI, and consented to the forensic examination of relevant
portions of its computer network, data base and third party storage provider. The FBI’s forensic
examinations revealed no evidence of any compromise. In addition to the FBI’s forensic
examination, CICS launched its own investigation and immediately engaged the services of an
independent forensics investigation firm to determine whether CICS’ security had been
compromised. The forensic examinations revealed no evidence that the CICS network or
database had been compromised. To ensure the security of all PII maintained by CICS, however,
and due to its concerns of a vendor related breach, CICS changed web hosts and has confirmed
that all PII contained in its network is encrypted and secure.

CICS will begin notifying all potentially affected consumers on February 5, 2015, and will
provide them identity theft remediation and credit monitoring services through AllClear ID, as
explained in the attached consumer notification letter.

The FBI Portland, Oregon point of contact for the matter is §
-1e notification was not delayed due to the law enforcThicrit livestigation.
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If your office investigates the matter, CICS will be fully cooperative and provide any
information that may assist in the investigation. Should a perpetrator be identified and convicted,
CICS requests the opportunity to submit a victim impact statement and a request for restitution
for all costs related to the breach. Please contact me should you have any questions.

Sincerely,

cC: Alex Ward, Owner
CICS Employment Services, Inc.











