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Pursuant to N.H. Rev. Stat. Ann. § 359-C:20, we are writing to notify you of a breach of security
potentially involving 94 New Hampshire residenis. We are submitting this notification on behalf of our client

BulkReefSupply, Inc. ("BRS").

Nature Of The Security Breach

»

BRS is the owner and operator of an e-commerce website. On January 21, 2015, BRS Bulk Reef
Supply was advised that the security of its website had been compromised and that the security of some
customers' data was at risk. While the investigation is ongoing , it has been determined that the security of
some data for some customers who logged into the website from July 30, 2014 until the site was secure may
have been compromised. The information that was potentially compromised contained the individual's names,
addresses, user names, passwords and credit card information. The individuals' information did not include

social security numbers, personal health information or Federal IDs.

Pursuant to N.H. Rev. Stat. Ann. § 359-C:20, I (b) , the 94 New Hampshire residents involved in this
incident will be forwarded letters notifying them of this breach as scon as possible. The anticipated date of the
notice to the affected New Hampshire individuals is February 17, 2015. A copy of the form letter is attached

hereto.

BRS will also notify all consumer credit reporting agencies that compile and maintain files on
consumers on a nationwide basis, as defined by U.S.C. section 1681a(p), of the February 6, 2015 anticipated
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date of the notification to the consumers, the approximate number of consumers who will be notified, and the
content of the notice. To obtain additional information about this breach, please contact the undersigned
counsel for BRS.

Steps Taken Relating To The Incident

BRS has been working continuously to understand the nature and scope of the incident. The intrusion
was discovered on January 21, 2015 and the data compromise was contained and secured on January 22, 2015.
A forensic expert was retained and determined that the intrusion began on or about July 30, 2014 and that the
intrusion was contained on January 22, 2015. The intrusion has been isolated and stopped, Test searches were
performed and it was confirmed that the problem was corrected and the site secured by end of the day on

January 22, 2015.

Besides immediately securing the site and information in question, BRS has added additional protections
to the locations of the personal information, put monitoring measuras in place to insure this attack has been
stopped and will not occur in the future. BRS is confident that the risk of any potential future or ongoing breach
has been fully mitigated. BRS has notified the FBI and provided all the information about the incident.

BRS has also arranged to have Experian protect affected individuals' identity for one (1) year at no cost
to them through its Experian ProtectMyID Alert, This service offers additional layers of protection including
credit monitoring and a $1 million identity theft insurance policy.

Should you need additional information regarding this matter, please contact me.
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