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February 10, 2015

State of New Hampshire

Department of Justice

Office of the Attorney General Joseph Foster
33 Capitol Street

Concord, NH 03301

Re: Notification of Security Breach
Dear Mr. Foster:

I am writing on behalf of Big Fish Games, Inc. to inform you of a recent security breach incident
involving our online stores that may have affected 146 residents of your state. An unknown
criminal installed malware that appears to have intercepted information when customers entered
new payment details for purchases on the Big Fish website. Big Fish self-discovered the breach
on January 12, 2015, and believes it to have affected payment details newly entered on their
websites between December 24, 2014 and January 8, 2015. This breach may have resulted in the
unauthorized access to name, address, and payment card information, including card number,
expiration date, and CVV2 code. Customers who made purchases during the affected time
period using a saved payment method from their profile are not believed to have been affected by
this incident.

Big Fish has taken the necessary steps to remove the malware and prevent it from being
reinstalled, and has retained security forensics firms to assist us in investigating the incident. We
have also informed the payment card networks about this incident so that they may take
appropriate action regarding the potentially affected accounts.

Please find a copy of the notification that will be sent to the affected individuals today.

Please contact me with any questions or concerns regarding this incident.

Sincerely,
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