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April 7, 2015

Attorney General Joseph Foster

New Hampshire Department of Justice
Attn: Data Security Breach

33 Capitol Street

Concord, NH 03301

Re: Suspected Data Security Breach Notification - Austin Powder

4
ped
=
m
o
-

I am writing in connection with N.J. STAT. § 359-C:20 on behalf of my client, Ajistin Powder
Company. Anthem, Inc. (“Anthem”) is the third-party administrator for the Austin Powder
Company Comprehensive Welfare Plan. As you are likely aware, Anthem recently experienced a data
security breach. Based on our investigation, we have determined the breach may have compromised
the personal information of certain New Hampshire residents.

Dear Mr. Foster:

It is our understanding that on January 29, 2015, Anthem determined it was the victim of a
cyber-attack. Through its investigation, Anthem learned that cyber attackers executed a
sophisticated attack over the course of several weeks, beginning in early December 2014, to gain
unauthorized access to information stored in Anthem’s IT system. The information accessed
includes individuals’ personal information such as names, dates of birth, Social Security numbers,
health care ID numbers, home addresses, email addresses, and employment information, including
income data. Based on the information we have now, it is our understanding that no credit card or
banking information was compromised. There is also no evidence that medical information such as
claims, test results, or diagnostic codes was obtained.

Austin Powder first learned of the breach on February 5, 2015, and has been working with
Anthem to gather information and ensure this issue is properly addressed. It is our understanding
that as soon as Anthem discovered the attack, Anthem immediately began working to close any
security vulnerability, contacted the FBI, and has been cooperating with the FBI’s investigation.
Anthem also retained Mandiant, one of the world’s leading cybersecurity firms, to assist with the
investigation and to strengthen the security of its systems. We will continue to work with Anthem to
ensure it takes all necessary steps to investigate and address this incident.

Based on our investigation and the information Anthem has provided to date, we believe that
thirty-four (34) New Hampshire residents who provided Austin Powder with personally identifiable
information in connection with the Austin Powder Company Comprehensive Welfare Plan were
potentially affected.

It is also our understanding that Anthem already provided notice of this breach to your office
(a copy of the notice is attached) and is in the process of coordinating the distribution of notifications
to New Hampshire residents, if it has not done so already. To ensure Austin Powder fulfills its
notification requirements, a copy of the attached notice will be mailed to potentially affected New
Hampshire residents as well on or about April 7, 2015.
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