PRIVILEGED & CONFIDENTIAL
VIA U.S. MAIL

Attorney General Joseph Foster

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capital Street

Concord, NH 03301

Re: Auburn University - Notice of Data Event

Dear Mr. Foster:

We represent Auburn University, Auburn, AL 36849, and are writing to notify you of a data
security event that may have compromised the security of personal information of 179 New
Hampshire residents. Auburn University’s investigation into this event is ongoing, and this
notice will be supplemented with any new significant facts learned subsequent to its
submission. By providing this notice, Auburn University does not waive any rights or
defenses regarding the applicability of New Hampshire law or personal jurisdiction.

Nature of the Data Security Event

On March 2, 2015, Auburn University became aware of the fact that personal information
relating to certain current, former, and prospective students was inadvertently accessible
on the internet since September 2014. Auburn University corrected this internal issue the
day it was discovered and retained independent forensics experts to identify the full extent
of data implicated by this situation. While these investigations are ongoing, we have
determined that files containing name, address, date of birth, email address, Social
Security number, and academic information of 179 New Hampshire residents were among
those potentially exposed as a result of this incident.
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Notice to New Hampshire Residents

Auburn University provided these New Hampshire residents with written notice of this
incident on or about April 1, 2015, in substantially the same form as the letter attached
here as Exhibit A.

Other Steps Taken and To Be Taken

In addition to providing written notice of this incident to all potentially affected individuals as
described above, each potentially affected individual is being offered access to two (2) free
years of credit monitoring services. These services include free access to identity theft
restoration services indefinitely following the expiration of the two (2) years of
complimentary credit monitoring services. Auburn University is also providing each
individual with information on how to protect against identity theft and fraud. Aubum
University is providing written notice of this incident to other state regulators, and to the
national consumer reporting agencies.

Contact Information

Should you have any questions regarding this notification or other aspects of the data
security event, please contact |ﬁ

Very truly yours,
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JEP:Im

cc:  Auburn University - Notice of Data Event
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