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October 21, 2016
Via First-Class Mail

Office of the Attorney General
33 Capitol Street
Concord, New Hampshire 03301

Re:  Data Security Incident

Dear Attorney General Foster,

[ write on behalf of Atlanta Falcons Football Club, LLC (“Falcons”) regarding a data
security incident at a Falcons’ third-party service provider that may have exposed personal
information of one (1) New Hampshire resident. The Falcons take the protection and proper use
of personal information very seriously and have addressed this issue.

The Falcons e-commerce merchandise website, officialfalconsgear.com, was hosted by
third party provider NCR Corporation. On September 30, 2016, the Falcons were notified by
NCR that an unauthorized third party uploaded malicious computer code to the system that hosts
officialfalconsgear.com. The code was present when customers made purchases on the website
and may have been used to obtain customer information. NCR reported to the Falcons that
information relating to purchases made by approximately 975 customers between February 12,
2016 and August 20, 2016 may have been impacted, although NCR does not know how many of
these individuals actually had their information stolen. The information potentially stolen
includes information provided by customers when making a purchase on
officialfalconsgear.com, including the customer’s name, billing address, phone number, payment
card number, expiration date, and CVV2 code.

Independent of this incident and before receiving notice from NCR, the Falcons had
earlier contracted with a different third-party to host its officialfalconsgear.com website.
Therefore any future online purchases of Falcons merchandise by customers will be made
through a different system than the one that was compromised. The Falcons will continue to
implement, and require its vendors to implement, security measures to protect personal
information and prevent similar situations from happening in the future.
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During the week of October 17, 2016, the Falcons will send notification to the one (1)
New Hampshire resident to explain the incident and identify steps that he/she may take to protect
against the potential misuse of his/her information. An unaddressed copy of this notification is
enclosed for your reference. Finally, the Falcons have engaged Equifax to provide identity
monitoring at no cost to the potentially affected New Hampshire resident for two years. These
services are described in the brochure enclosed with the attached letter.

Please do not hesitate to contact me if you have any questions regarding this notification.

Sincerely,

Phyllis B. Sumner

Enclosure













