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ATTORNEYS AT LAW I

October 31, 2014

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street N
Concord, New Hampshire 03301 82 5%
! . o z::
Ch L3} ™
RE:  Security Breach Notice = &9
Our Client: Anderson & Murison, Inc. o f -

Our File #: 20040-1G1 =X

Dear Sir or Madame:

Our office represents the interests of Anderson & Murison, Inc. ("A&M"), a wholesale insurance
brokerage domiciled in California who assists retail insurance agents in applying for personal umbrella

coverage for consumer applicants.

This letter is a follow up to our prior August 7, 2014 correspondence wherein we notified you of a data
event that compromised the security of personal information of twenty-three (23) New Hampshire
residents. The affected New Hampshire residents were identified by A&M as members of the affected

population on or about August 2, 2014.

A&M's investigation into this event is ongoing. By providing this notice, A&M does not waive any
rights or defenses regarding the applicability of New Hampshire law or personal jurisdiction.

As previously explained, A&M's retail insurance agents used A&M's online personal umbrella rating
system to request a premium estimate for insurance coverage. In doing so, some personal
information was provided to A&M about the prospective insureds, including their name, address, date
of birth and driver's license. On the afternoon of July 18, 2014, A&M discovered that some of the
umbrella applications completed on A&M's online rating system were accessible for viewing on the
internet. Recently we discovered that the personal information of five (5) additional New Hampshire
residents was also compromised as a result of the same security data breach that occurred on July
18, 2014. The additional five (5) affected New Hampshire residents were identified by A&M as either
minors or adults that occupied the same residence as the twenty-three (23) affected consumers we

previously notified you about on August 7, 2014.

After preliminary investigation, A&M concluded the access was possible between June 2014 and July
18, 2014, and that it was inadvertently accessible because of an installation of an additional security
firewall on the online system. When the breach was discovered, the access was terminated and A&M
worked with an outside IT expert to remove the information from the internet. Passwords and

authentication credentials were changed.
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A&M is not aware of any attempt to misuse any of the information, and though we believe that the
unauthorized access was limited both in scope and duration, we cannot track exactly who accessed,
or if any of the applications were downloaded or saved. A&M does not have specific evidence that
this information was acquired by a third party. A&M has notified law enforcement as well as the New
Hampshire Insurance Department.

Thus, notifications have also been sent to all five (5) additional affected individuals and A&M is
providing identity theft protection and insurance coverage at no cost to these consumers whose
information was inadvertently disclosed and who desire it. A copy of the template letter and
information sent on behalf of A&M is attached, and these letters were sent to the affected consumers
on September 5, 2014.

Again, A&M regrets this inadvertent breach, and it is taking significant steps to improve its online

rating security, as well as offering significant protective measures to New Hampshire consumers
affected by the breach.

Please contact the undersic')ned if you require any further information, or you may contact A&M's

Sincerely,

STONE | DEAN

D:rdp
Enclosure

cc: James McCarthy, President, Anderson &
Murison, Inc.
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<<Member First Name>> <<Member Last Name>> <<Date>> (Format: Month Day, Year)
<<Address1>>

<<Address2>>

<<City>>, <<State>> <<Zip Code>>

Subject: Security Incident
Quote No.: <<ClientDef1(QuoteNumber)>>

~ Dear <<Member First Name>> <<Member Last Name>>,

As you may know, Anderson & Murison is a wholesale insurance broker who assisted your retail insurance
agentin applylng for a personal umbrella insurance policy for you. We are writing to tell you ebout a data
security incident that may have exposed some of your personal information. We take the protection and
proper use of your information very seriously. That is why we are contacting you directly to let you know
what happened and how we are ptotectlng you personally

Your agent uoed our personal umbrella ratlng system to obtain a quote through Anderson & Munson s
web-based online personal umbrella rating system. To request a premium estimate, your agent provided
us with information relating to you. On July 18, 2014, we discovered that some of the umbrella applications
completed on our website were accessible for viewing on the internet. This inadvertent disclosure was not

the result of an action or inaction by your retail insurance agent.

When we discovered the disclosure, we investigated further and learned that some of the umbrella applications
completed on our web-based program were accessible for viewing on the internet at some point between
June 2014 and July 18, 2014. As of July 18, 2014, those applications are no longer available for viewing.
We have attached a copy of a sample application to give you an idea of the information that may have
been available. Information that may have been disclosed includes your name, address, date of birth and

driver’s license. —
Because some of the applications may have included information about others in your household, Anderson
& Murison is taking the additional precaution of sending separate notification letters to every individual whose
personal information was inadvertently disclosed. For example, if the application submitted for you listed two
other members of your household who operated vehicles belonging to you, if that information included that
other person’s name, and date of birth or driver’s license, those other persons will get letters just like this one.
In that example, your household would get three total letters saying essentially the same thing.

At this time, there is no evidence to suggest that there has been, or will be, any attempt to misuse any of the
information and we are unaware of any actual identity theft resulting from these disclosures. We believe
that limited unauthorized access occurred, but we cannot track exactly who accessed, or if any applications
were downloaded or saved. We are continuing to investigate and monitor the situation.

After learning of the inadvertent disclosure on July 18, 2014, we immediately took action to end the possibility
of unauthorized access by changing the involved server’s authentication passwords and credentials for the
affected accounts.

Given the potentially serious nature of any data breach, we have reported the breach to law enforcement,
and if required by your state regulations, your state Attorney General’s Office. The notification has not
been delayed as a result of a law enforcement investigation.
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It is always a good practice to monitor all of your financial accounts for any signs of suspicious activity.
Also, if you determine that an account has been fraudulently established using your identity, you should

immediately contact a credit reporting agency.
While we havo. no evidence that any of your personal information was targeted or used, as a precaution
and to help relieve concerns and restore confidence following this incident, Anderson & Murison secured

the services of Kroll to provide identity theft protection at no cost to you for 1 year. Kroll is a global
leader in risk mitigation and response, and their team has extensive experience helping people who have

sustained an unintentional exposure of confidential data.
Your identity theft protection services include Credit Monitoring, Web Watcher, Public Persona, Quick Cash
Scan, $1 Million Identity Theft Insurance and Identity Theft Consultation and Restoration. Please note

that in order to activate your services you will need to follow the instructions in the section titled “How to
Take Advantage of Your Identity Theft Protection Services” below. Additional information describing your

services is included with this letter.

To receive credit monitoring, you must be over the age of 18 and have established credit in the U.S., have a
Social Security number In your name, and have a U.S. residentiai address associated with your credit file.

" Whiat Shiould You D If You Have Any Questions Or Feel You Have An identity Theft Issue?
Call 1-777-277-7727, 8 a.m. to 5 p.m. (Central Time), Monday through Friday. Kroll’s licensed investigators
are standing by to answer your questions or help you with concerns you may have. Please have your
membership number ready.
Again, please know that this is a precautionary advisory, but given the seriousness of this issue, we want to
assist you in taking every safeguard necessary to ensure your privacy. We are committed to fully protecting
the information entrusted to us by our retail producers and policyholders. We regret that this has happened

and any inconvenience that this situation may cause you. We trust that the quality and reliability of the
services we are offering to you demonstrate our continued commitment to your security and satisfaction.

Sincerely,

Lo Ae b

James McCarthy
President
Anderson & Murison, Inc.

P.S. Remember, safeguards for your personal data security are available at no cost to you.

To enroll:

1. Visit 722.22?222.com and follow the online instructions to take advantage
of your identity theft protection services.

To receive your credit services by mail instead of online, please call 1-777-727-7777.

(if Kroll In House use 1-844-263-8G05)

2. Call 1-227-277-2777 if you have an identity theft issue or if you have any questions.
Kroll’s licensed investigators are ready to help you.

How to Take Advantage of Your Identity Theft Protection Services
' e S ey MR Membel’Sh'P Number: <<Member 10>>

tage of your identity theft protection services. _ b e ‘Help is only a phone call away.

vau can view your services at any time by logging onto Kroll’s identity " '1f you have a question, need assistance, or feel you may be 3 victim
otection website, When you enroll, be prepared to provide your - of identity theft, Call 1-722-722-7772, 8 a.m. to 5 p.m. (Central Time),

membership number. ; ' 8 | Monday through Friday, and ask-to speak with an investigator.

' Take advantage of this no-cost opportunity and let the experts at

 earlier of Internet Explorer, Chrome, Firefox or Safarl. . Kroll help you assess your sltuatl_on and sa[eguatd your ldengl‘tyﬁ M
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| Visit 777.227227.com and follow the online instructions to take advan-
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Anderson & Murison, Inc.
Wholesale Insurance Services

[TasTName

800 West Colorado Blvd.,, P.O. Box 41911 |
Los Angeles, CA 90041
(323) 255-2333 or (800) 234-6977 FAX {323) 255-0957

nsurance License #0323106

Personal Umbrella Application

First

Producer;
Producer Code:
Ty M gacasmmey |
Agent/Brkr,Lic.2:
~Garaging Adress (W aWerent) Office Address:
City:, Stale: Zip:,
Poiics Penos ——From: o l Renews Folicy Number ] Tel: Fax:
UMBRELLA INFORMATION
COVERAGES PREMIUMS CALCULATIONS
Application for Primary Umbrella [~ {Basic $
Appiication for Excess Umbrella [T |Residences $
POLICY AMOUNT RETENTION Automobiles s
Recreational Vehicles s
Million | $ Watercraft S
OPTIONAL COVERAGES TO APPLY: Other s
$
PRIMARY POLICY INFORMATION
TS OF TRBIOTY
TYPE OF POLICY COMPANY/POLICY NUMBER | POLICY PERIOD PROPERTY
BODILY INJURY DAMAGE
AUTOMOBILE
PERSONAL LABILITY
WATERCRAFT
RECREATIONAL VEHICLE
UNDERLYING UMBRELLA $ MILLION
OPERATOR INFORMATION
LIST ALL MEMBERS OF THE HOUSEHOLD AND ALL OPERATORS OF VEHICLESMATERCRAFT AS REQUIRED BY COMPANY
— DATEOF ] ; : I~ ACCIDERT
# | NAME NUMBER STA BIRTH %OF USE, ETC. | (3YEARS) | (3YEARS) | (3 YEARS)
b 0 0 0
. 0 0 0
3 0 0 0
. ] 0 0
REAL ESTATE
LIST ALL OWNED, LEASED OR OCCUPIED RESIDENCES, BUILDINGS, FARMS, VACANT LAND, ETC.
B LOCATION DESGRIPTION # UNITS/ACRES YEAR BUILT OCCUPANCY
2 \
3
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AUTOMOBILES REGREATIONAL i
usnu% AUTOS OWNED, LEASED - ::sr MOTORCYCLES, SNOWMOBILES, DUNE BUGGIES. MINIBIKES, ETC.
- MAKE AND : _YEAR MAKE AND MODEL
B 2
3 . 3
WATERCRAFT
LIST ALL WATERCRAFT OWNED, LEASED, CHARTERED OR FURNISHED FOR REGULAR USE
¢ | vear TYPE, MANUFACTURER, MODEL LENGTH | Hp. | MAX [ COST | CURR. | WATERS |
' SPEED | NEW | VALUE | NAVIGATED
2
EMPLOYMENT
GCCUPATION EMPLOYER'S NAME AND ADDRESS
SPOUSE'S OCCUPATION EMPLOYER'S NAME AND ADDRESS
OTHER OPERATOR'S OCCUPATION EMPLOYER'S NAME AND ADDRESS
PRIOR CARRIER AND POLTCY NUMBER
Ono  DOves @xeiany
GENERAL INFORMATION
# | EXPLANALL "YES' RESPONSES INREMARKS | YES | NO | # | EXPLAINALL YES" RESPONSES N REMARKS | YES | NO
- Wmu ETTEI 1S | oot ioymasets uipme? 015
2 N(L:’uay-m) D01 v |npewonstasaromant = - OO0
3 | Any driver with mentaUphysical impairments? wll=8 BN &~ ~fa 2 o|g
4 | sosiness? kv i Oj0f ucmr:hm?alm.podn‘:upm? O] 0
6 | hea,aaed o ety umed. oot covemd by precy | (7 | [ | 12 EERRgE e e s — L S
© | Do you engage in any type of farming operation? O | O | 12 | by seleswed? ey be exch 0|0
7 | Do you hoid any non-remunerative positions? O | O 14 | shoud be sware? - ;g
s | 15 | residence or premises (excluded in policy jacket)? a0

Notics to Applicent: In compliance with Public Law 91-308 this notice Is lo inform you that in connection with your spplication for insurence (1) an
investigation may be made as fo your insurabilily, including informetion s to character, general repuletion, personal cheraclenistics and mode of iving; end
(2) edditionsl information as lo the nature and scope of any investigation requesied will be fumished to you, upon your wrillen reques! made within &

reasonable time after you receive this notice.
1 have read the foregoing and agree that it is true and complete to the best of my knowledge and that this policy, if ssued, and all renewals thereof, are to be issued in

reliance upon this Information, unless a change In information Is supplied by me. 1 understand that signing this application does not bind me to

accept this Insurance nor does It bind the company 1o Issue @ policy 1o me.

APPLICABLE IN THE STATE OF NEW YORK: Any person who knowingly and with infent to defraud any insurance company or other person files an
application for Insurance or stalement of claim containing any malerially false information, or conceals for the purpose of misleading, information concerning
wwmmwmamm-mmmmm.mmm.mmwumw-mmm»mmmam

and the states value of the clalm for each violation.
FRAUD WARNING: Any person who knowingly and with intent to defraud any insurance company or other person files an application for Insurance or

statement of ciaim containing any materially false information or conceals for the purpose of misleading, information conceming any fact material thereto
commits 8 (rsudulent insurance ect, which Is a crime and subjects such person to criminal and civil penallies.
INSURANCE CANNOT BE CONSIDERED FOR BINDING UNLESS THIS APPLICATION IS SIGNED BY THE APPLICANT:

Time Date
Time Date

Applicant Signature

Agent/Broker Signature
PUMBAPP (12-96)
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To the Parents of <<Date>> (Format: Month Day, Year)
<<Member First Name>> <<Member Last Name>>

<<Address1>>

<<Address2>>

<<Cily>>, <<Slale>> <<Zip Code>>

Subject: Security Incldent
Quote No.: <<ClientDef1(QuoteNumber)>>

To the Parents of <<Member Firet Name>> <<Member Last Name>>,

As you may know, Anderson & Murison s a wholesale Insurance broker who assisted your retail Insurance
agent in applying for a personal umbrella insurance policy for you and your child. We are writing to tell you
about a data security incident that may have exposed some of your child’s personal information. We take

the protection and proper use of your child’s information very seriously. That Is why we are contacting you
directly to let you know what happened and how we are protecting your chiid personally.
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Your agent used our personal umbrella rating system to obtain a quote through Anderson & Murison’s

web-based online personal umbrella rating system. To request a premium estimate, your agent provided
us with informatlon relating to your child. On July 18, 2014, we discovered that some of the umbrella
applications compieted on our website were accessible for viewing on the Internet. This inadvertent
disclosure was not the result of an action or inaction by your retail insurance agent.

When we discovered the disclosure, we investigated further and learned that some of the umbrella
applications completed on our web-based program were accessible for viewing on the internet at
some point between June 2014 and July 18, 2014, As of July 18, 2014, those applications are no longer
available for viewing. We have attached a copy of a sample application to give you an Idea of the
Information that may have been available. Information that may have been disclosed includes your

child's name, address, date of birth and driver’s license.

Because some of the applications may have included information about others in your househoid,
Anderson & Murison is taking the additional precaution of sending separate notification ietters to every
Individual whose personal information was inadvertently disclosed. For example, if the application
submitted for you listed two other members of your household who operated vehicles belonging to you,
If that information included that other person’s name, and date of birth or driver’'s iicense, those other
persons wiil get letters just like this one. In that example, your household would get three total ietters
saying essentially the same thing.

At this time, there is no evidence to suggest that there has been, or will be, any attempt to misuse any
of the information and we are unaware of any actual identity theft resulting from these disclosures. We
believe that limited unauthorized access occurred, but we cannot track exactly who accessed, or if any
applications were downloaded or saved. We are continuing to investigate and monitor the situation.

After learning of the inadvertent disclosure on July 18, 2014, we immediately took action to end the
possibility of unauthorized access by changing the involved server's authentication passwords and
credentials for the affected accounts.

Given the potentially serious nature of any data breach, we have reported the breach to law enforcement,
and if required by your state regulations, your state Attorney General's Office. The notification has not

been delayed as a result of a law enforcement investigation.




Itis llwavl a good pnctico for your chlld to monitor all of theur f nancial accounts for any slgm of
suspiclous activity. Also, if you determine that an account has been fraudulently established using
your child’s identity, you should immediately contact a credit reporting agency.

While we have no evidence that any of your child’s personal Information was targeted or used, as a
precaution and to help relieve concerns and restore confidence following this incident, Anderson &
Murison secured the services of Kroll to provide identity theft protection at no cost for 1 year. Kroll
is a global leader in risk mitigation and response, and their team has extensive experience helping
people who have sustained an unintentional exposure of confidential data.

Your child’s identity theft protection services include Identity Theft Consultation and Bestoratlon

‘What Should You Do if You Have Any Questions Or Feel Your Child Has An Identity Theft issue?
Call 1-855-205-6946, 8 a.m. to 5 p.m. (Central Time), Monday through Friday. Kroll’s licensed lnmtigators
are standing by to answer your questions or help you with concerns you may have. Please have your child
membership number ready.

Again, please know that this is a precautionary advisory, but given the seriousness of this issue, we want
to assist your child in taking every safeguard necessary to ensure their privacy. We are committed to fully
protecting the information entrusted to us by our retail producers and policyholders. We regret that this
has happened and any inconvenience that this situation may cause you or your child, We trust that the
quality and reliability of the services we are offering demonstrate our continued commitment to your
child’s security and satisfaction.

0
8

Sincerely,

L 4l

James McCarthy
President
Anderson & Murison, Inc.

How to Take Advuntage of Yom Idenﬂtv ’I’heft Protection Servn:ex

uembershlp Numbet- «Membet 10>>

Help is only 2 a phone call away.
' lf you have 2 question, need assistance, or lecl your child may be 2
victim of identity theft, call 1-855-205-6946, 8 a.m. to 5 p.m, (Central 5
y Tlme), Monday thlough Friday, and ask to speak with an Investigator.

. Take advantage of this no-cost opportunity and let the experts at
) xroll help you assess your chlld’s slmtlon and nfegumd thelt Idcmlty
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Anderson & Murfson, inc.
Wholesale Insurance Services

Personal Umbrella Application

Ty Sle
AgentBrkr Lic#
Garaging Address (i dierent)
G‘T-_—_—m:___ Zip:,
~Police Period—Fiom: 'W
UMBRELLA INFORMATION :
m PREMIUMS CALCULATIONS
Applicafion for Primary Umbrella Basic s
Appication for Excess Umbrella Residences ls
POLICY AMOUNT RETENTION Auiomobiles s
Recreational Vehicles $
s Miiori| $ Walercrat s
OPTIONAL COVERAGES TO APPLY: Other
Total $
PRIMARY POLICY INFORMATION
TYPE OF POLICY COMPANY/POLICY NUMBER { POLICY PERIOD . PROPERTY
EODILY INJURY DAMAGE
AUTOMOBILE
PERSONAL LIABILITY
WATERCRAFT
RECREATIONAL VEHICLE
UNDERLYING UMBRELLA MILLION
OPERATOR INFORMATION

LIST ALL MEMBERS OF THE HOUSEHOLD AND ALL OPERATORS OF VEHICLES/WATERCRAFT AS REQUIRED BY COMPANY

LOCATION

DATEOF : MAJOR VoL T ACCIDERT
] WE NUMBER STATE BIRTH % OF USE,ETC. | (3YEARS) | (3YEARS) | (3 YEARS)
« 0 0 0
2 0 0 0_
’ 0 0 0
1 0 0 0
REAL ESTATE
ALL OWNED, LEASED OR OCCUPIED RESIDENCES, BUILDINGS, FARMS, VACANT LAND, ETC.
DESCRIPTION % UNITS/ACRES YEAR BUILT OCCUPANCY

T-[-[]a
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[CAUTOMOBILES RECREATIONAL VEHICLES
LIST ALL AUTOS OWNED, LEASED LIST MOTORCYCLES, SNOWMOBILES, DUNE BUGGIES, MINIBIKES, ETC.
¥ WAKE AND MODEL_ | VEA _VAAKE AND MODEL__
1 |
2 2
3 3
WATERCRAFT
LIST ALL WATERCRAFT OWNED, LEASED, CHARTERED OR FURNISHED FOR REGULAR USE
¢ | YEAR MAX COST | CURR. | WATERS |
TYPE, MANUFACTURER, MODEL o | WP | opemn | Wew | vawe | navieaTso
1
2

EMPLOYMENT :
OCGUPATION EMPLOYER'S NAME AND ADDRESS
SPOUSE'S OCCUPATION EMPLOYER'S NAME AND ADDRESS
OTHER OPERATOR'S OCCUPATION EMPLOYER'S NAME AND ADDRESS
PRIOR EXPERIENCE

RIVA PRIOR CARRIER AND POLICY NUMBER

EXCEEDING $5,000.00 DURING THE LAST 5 YEARS?
Owo  Oves Expiam)

GENERAL INFORMATION

# EXPLAIN ALL "YES" RESPONSES IN REMARKS YES | NO z EXPLAIN ALL "YES* RESPONSES IN REMARKS YES | NO
1 et b v O (O] 8 | eyouemploy sny reskence empioyees? oo
e ’
2 | ast 3years) OO0 ° |inyouwcare, or conteel? O|0
3 | Any driver with mentalphysical impairments? ol w O|0
¢ | business? O | O] 11 | or eliminate coverage for spscific exposures? O 0
ANy plemises, vemcios, walercrall, aifcrail, owned,

5 | hired, teasad or regularly used, not covered by pamary | [ 0l s m:wm declined, cencelied, non-renewed? olo
6 | Doyou engage in sny type of farming operalion? ol s :;'th Tomsp o olo
7 | Do you hoid any non-remunerative positions? O O] 14 | cactese smae? e "1 Ol0O

|1 residence or premises (oxd:dod in A D D

policy Jacket)?

mnwummmmwmmmumummmummmmmmrwnwmmm
wmy»muunmmm,Mm-wmmwm,mmwwmum;m
(2) additional Information &s to the nature and scope of any investigation requested will be fumished 10 you, upon your wiitien request made within &
reasopable time afler you receive this nofice.

1 have read the foregoing and agree that It Is true and complete to the best of my knowledge and that this policy, If ssued, and all renewals thereof, are to be Issued In
l“mﬁMuﬂdaMohmmuwpﬂod»mmlundmundthtslgnlnglhluppllaﬂondmmblndmw

accept this Insurance nor does It bind the compaeny (o Issue & policy to me.
MWNT&STATEOFNEWYOMWWWWandwlhhhrﬂbdolm:dawkummmpmyocohummluon
Mwmumdmmwwmmmmm«mmwumdm.mmm
whﬂMlm.m.Whmoa.wmauham.wumhmmOMpcmnotlomdlwmmnddom

and the states value of the claim for each violation.
muowmmno:mmonmmummmwawwwmyummmmmuwmu

statement of clalm contsining any materlelly false information or conceals for the purpose of misisading, information concemning any fact malerial thereto
commits 8 fraudulent insurance act, which Is 8 crime and subjects such person 1o criminal and civil penallies.
INSURANGE CANNOT BE CONSIDERED FOR BINDING UNLESS THIS APPLICATION IS SIGNED BY THE APPLICANT:

Appicant Signsture Time : Date

Ageni/Broker Signalure Time Date
PUMBAPP (12.96)
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Take Advantage of Your identity Theft Protection Services

You've been provided with access to services from Kroll, a global leader in risk mitigation. Over the past 14 years,
Kroll has provided data breach response services for cases impacting more than 100 million individuals including
personal consultation to more than 180,000 consumers and worked some 8,000 confirmed identity theft cases.
When you need assistance, rest assured that your services are backed by an expert team who can answer any
question you may have.

The following services are included in your Essential Monitoring package:

Kroll employs a team of experienced licensed investigators to provide you with expert,
one-on-one assistance:

Consultation: You have unlimited access to consultation with a dedicated licensed
investigator at Kroll. Support includes best practice tips to assist in ongoing protection,
explaining your rights and protections under the law, assistance with fraud alerts, and
interpreting how personal information is accessed and used, including investigating
suspicious activity that could be tied to an identity theft event.

Restoration: Kroll's restoration services are the most comprehensive of any provider.
Should you become a victim of identity theft, a dedicated licensed investigator can work
on your behalf to resolve related issues. The investigator does more than shoulder the
bulk of the recovery; they can dig deep to uncover all aspects of the theft, and then
work with creditors, collection agencies, utilities, government entities, and more ...
to resolve it.

Credit Monitoring through TransUnion: Credit services can be a key tool in datecting
early warning signs of identity theft. You'll receive alerts when there are changes to your
credit data—for instance, when a new line of credit is applied for in your name. If you do
not recognize the activity, you'll have the option to call a Kroll investigator, who can help
you-determine if it’s an indicator of identity theft. You'll also receive "no activity” notices
if there have been no changes to your data.

Web Watcher: Web Watcher helps to detect if your personal information is being bought
and sold online. This program monitors hacker chat rooms, forums and other websites
where criminals are known to trade stolen information. Thousands of sites are monitored,
looking for matches to your personal information, such as Social Security, medical ID,
end financial account numbers. If your information is found, you will be promptly alerted
and provided with instructions to contact your investigator. Monitoring starts as soon
as you enroll and select the information to search.

Your identity shéll prorection setvices are continued on hack

How to Taeke Advantage of Your Identity Theft Protection Services

. o P A et 0 AR+ 8 ek A A Y4 A PN 10 B 3 4

visit keol.idMoenitoringService.com
and follow the online instructions to take advantage
ol your identity theft protection services.
 You can view your services at any time by logging onto Kroll's
identity prolection website. When you enrol, be prepared to provide
the membership number included with the accompanying letter..

Rl - 4 o

Help is bnlvaptwm all away. RN
#you have 2 question, need assistance, or feel you may bea |
victim of identity theft, call Kroli 21 the toll-free number provided in
‘the accompanying kl!e;pgd;@sk 1o speak with an investigator,
Take advantage of this no-cost opportunity and fet the experts at
 kroll help you assess your situation and safeguard your identity.

i e e =

vice.com s compatible with the curient version or one versian earher of Internet Explorer, Chieme, birelox or Salasi
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more information.

in the policy.

State Notification Requirements

All States.

You may obtsin a copy of your credit report or request information
on how to plece 8 fraud alert or security freeze by contacting any
of the national credit bureaus below. It is recommended thet you
remain vigilent for incidents of freud and identity theft by reviewing
credit card eccount statements and monitoring your credit report
for unsuthorized ectivity.

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 2104 P.O. Box 2000
Atlants, GA 30374  Allen, TX 75013 Chester, PA 19022
1-800-685-1111 1-888-397-3742 1-800-888-4213

www.equifax.com www.experiancom  www.transunion.com

For residents of Massachusetts.
It is required by state law that you are informed of your right to
obtain a police report if you are 8 victim of identity theft.

For residents of Massachusetts and West Virginia.

You also have the right to place a security freeze on your credit
report by contacting any of the credit bureaus listed at above.

A security freeze is intended to prevent credit, loans and services
from being epproved in your neme without your consent.

To plece & security freeze on your credit report, you may be able
to use an online process, an automated telephone line or @ written
request. The following informetion must be included when requesting
& security freeze (note thet if you are requesting a credit report

for your spouse, this information must be provided for him/her as
well): (1) full name, with middle initial and any suffixes; (2) Soclel
Security number; (3) date of birth; (4) current address end any
previous addresses for the past five years; and (5) any applicable
incident report or complaint with a law enforcement agency or the
Registry of Motor Vehicles. The request must also include 8 copy
of & government-issued identification card and a copy of a recent
utility bill or bank or insurance statement. It is essential that each
copy be legible, displey your name and current mailing eddress,

Public Persona: Public Persona monitors public record databases for names, aliases
and addresses that are associated with your Social Security humber. Records include,
among other data sources, property or deed registration, internet job site providers,
state occupational license date, and court proceedings. If information is found, an
alert email is sent. If you see a name, address or alias that is not associated with you,
contact Kroll's investigators for more information. Once you have enrolled, you can
view the services at any time by logging onto Kroll's identity protection website.

Quick Cash Scan: Quick Cash Scan monitors thousands of short-term and cash-advance
loan sources, such as rent-to-own or payday lenders. These are sometimes referred to
as “non-credit” loans because the application process does not always include a credit
check, making it easier to use stolen or fraudulent identity information. You'll recsive an
alert when a loan is reported, and you'll have the option to call a Kroll investigator for

$1 Million Identity Theft Insurance: Reimburses you for out-of-pocket expenses
totaling up to $1 million in legal costs for any one stolen identity event. Additional
benefits include a $0 deductible and coverage for fees associated with replacing
documents, traveling expenses, loss of income, child care and elderly care and
fraudulent withdrawals. All coverage is subject to the conditions and exclusions

and the date of issue. The consumer reporting agency may charge
e fee of up to $5.00 to place a freeze or lift or remove & freeze and
free if you are a victim of identity theft or the spouse of a victim of
identity theft, and you have submitted a valid police report relating
1o the identity theft incident to the consumer reporting agency.

For residents of lowa, Maryland, Michigan, Missouri, North
Carolina, Oregon, and West Virginia.

It is required by state lews to inform you that you may obtain a copy
of your credit report, free of charge, whether or not you suspect any
unauthorized activity on your account.

For residents of lowa.
State lew advises you to report eny suspected identity theft to lew
enforcement or 1o the Attomey General.

For residents of Oregon,
State laws advise you 1o report any suspected identity theft to law
enforcement, as well es the Federal Trade Commission.

For residents of lllinols, Maryland and North Carolina.

You can obtain information from the Federgl Trade Commission, and
for residents of Mearylend and North Cerolina, from your respective
state Office of the Attorney General, ebout steps you can take
toward preventing identity theft.

Federal Trede Commission

Consumer Response Center

600 Pennsylvania Avenue, NW

Waeshington, DC 20580

1-877-IDTHEFT (438-4338)
www.ftc.gov/bep/edu/microsites/idtheft/

Mearyland Office of North Caroline Office of
the Attorney General the Attorney General
Consumer Protection Division Consumer Protection Division
200 St. Paul Plece 9001 Mail Service Center
Beltimore, MD 21202 Releigh, NC 276858-8001
1-888-743-0023 1-877-566-7226

www.08(.state.md.us www.ncdoj.com

3810114



Kristi W, Dean | Partner

STONE CHA & DEAN 618-999-2232

A LIMITED LIABILITY PARTNERSHIP kdean®scdlawl!
ean@scdlawlip.com

August 7, 2014

Via Federal Express Overnight Delivery

New Hampshire Insurance Department
Attention: Data Breach Notification

21 S. Fruit Street, Ste. 14

Concord, New Hampshire 03301

RE: Security Breach Notice
Our Client: Anderson & Murison, Inc.
Our File #: 20040-1G1

Dear Sir or Madame:

Our office represents the interests of Anderson & Murison, Inc. ("A&M"), a wholesale insurance
brokerage domiciled in California who assists retail insurance agents in applying for personal umbrella
coverage for consumer applicants. A&M is a non-resident licensed producer in good standing with
both a property/casualty and surplus lines license, #0363954, both expiring on May 31, 2016.

We write to notify you of a data event that compromised the security of personal information of twenty-
three (23) New Hampshire residents. The affected New Hampshire residents were identified by A&M

as members of the affected population on or about August 2, 2014.

A&M's investigation into this event is ongoing. By providing this notice, A&M does not waive any
rights or defenses regarding the applicability of New Hampshire law or personal jurisdiction.

A&M's retail insurance agents used A&M's online personal umbrella rating system to request a
premium estimate for insurance coverage. In doing so, some personal information was provided to
A&M about the prospective insureds, including their name, address, date of birth and driver's license.
On the afternoon of July 18, 2014, A&M discovered that some of the umbrella applications completed
on A&M's online rating system were accessible for viewing on the internet.

After preliminary investigation, A&M concluded the access was possible between June 2014 and July
18, 2014, and that it was inadvertently accessible because of an installation of an additional security
firewall on the online system. When the breach was discovered, the access was terminated and A&M
worked with an outside IT expert to remove the information from the internet. Passwords and
authentication credentials were changed.

A&M is not aware of any attempt to misuse any of the information, and though we believe that the
unauthorized access was limited both in scope and duration, we cannot track exactly who accessed,
or if any of the applications were downloaded or saved. A&M does not have specific evidence that
this information was acquired by a third party. A&M has notified law enforcement as well as the New

Hampshire Office of Attorney General.

21600 Oxnard Street | Upper Lobby | Suite 200 | Woodland Hills, CA 91367
T818-999-2232  F818-999-2269 www.scdlawllp.com



New Hampshire Insurance Department
August 7, 2014
Page 2

Notifications have also been sent to all the affected applicants and A&M is providing identity theft
protection and insurance coverage at no cost to the consumers whose information was inadvertently
disclosed and who desire it. A copy of the template letter and information sent on behalf of A&M is
attached, and these letters will go out to all 23 affected consumers on Thursday, August 7, 2014.

A&M regrets this inadvertent breach, and it is taking significant steps to improve its online rating
security, as well as offering significant protective measures to New Hampshire consumers affected by

the breach.

Please contact the undersigned if you require any further information, or you may contact A&M's
president, Mr. James McCarthy, at 800 234 6977 x222.

Sincerely,

STONE CHA & DEAN

Kwd/k

enclosure :
cc: James McCarthy, President, Anderson & Murison, Inc.
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<<Member First Name>> <<Member Last Name>> <<Date>> (Format: Month Day, Year)
<<Address1>>

<<Address2>>
<<Cﬂy>>_ <<State>> <<Zip Code>>

Subject: Security Incident
Quote No.: <<ClientDef1(QuoteNumber)>>

Dear <«<Member First Name>> <<Member Last Name>>,

As you may know, Anderson & Murison is a wholesale insurance broker who assisted your retail insurance
agent in applying for a personal umbrelia insurance policy for you. We are writing to tell you about a data
security incident that may have exposed some of your personal information. We take the protection and
proper use of your information very seriously. That is why we are contacting you directly to let you know
what happened and how we are protecting you personally.
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‘What Happenec

Your agent used our personal umbrella rating system to obtain a quote through Anderson & Murison’s
web-based online personal umbrella rating system. To request a premium estimate, your agent provided
us with information relating to you. On July 18, 2014, we discovered that some of the umbrella applications
completed on our website were accessible for viewing on the internet. This inadvertent disclosure was not

the result of an action or inaction by your retail insurance agent.

When we discovered the disclosure, we investigated further and learned that some of the umbrella applications
completed on our web-based program were accessible for viewing on the internet at some point between
June 2014 and July 18, 2014. As of July 18, 2014, those applications are no longer available for viewing.
We have attached a copy of a sample application to give you &n idea of the information that may have
been available. Information that may have been disclosed includes your name, address, date of birth and
driver's license.

Because some of the applications may have included information about others in your household, Anderson

& Murison is taking the additional precaution of sending separate notification letters to every individual whose
personal information was inadvertently disclosed. For example, if the application submitted for you listed two
other members of your household who operated vehicles belonging to you, if that information included that
other person’s name, and date of birth or driver’s license, those other persons will get letters just like this one.
In that example, your household would get three total letters saying essentially the same thing.

At this time, there Is no evidence to suggest that there has been, or will be, any attempt to misuse any of the
information and we are unaware of any actual identity theft resulting from these disclosures. We believe

that limited unauthorized access occurred, but we cannot track exactly who accessed, or if any applications
were downloaded or saved. We are continuing to investigate and monitor the situation.

After learning of the inadvertent disclosure on July 18, 2014, we immediately took action to end the possibility
of unauthorized access by changing the involved server’s authentication passwords and credentials for the
affected accounts.

Given the potentially serious nature of any data breach, we have reported the breach to law enforcement,
and if required by your state regulations, your state Attorney General’s Office. The notification has not

been delayed as a result of a law enforcement investigation.

QAT 3 >

0 iy N a8 PR e 3T
W R 'k B IR A



It is always a good practice to monitor all of your financial accounts for any signs of suspicious activity.
Also, if you determine that an account has been fraudulently established using your identity, you should
immediately contact a credit reporting agency.

While we have no evidence that any of your personal information was targeted or used, as a precaution
and to help relieve concerns and restore confidence following this incident, Anderson & Murison secured
the services of Kroll to provide identity theft protection at no cost to you for 1 year. Kroll is a global
leader in risk mitigation and response, and their team has extensive experience helping people who have

sustained an unintentional exposure of confidential data.

Your identity theft protection services include Credit Monitoring, Web Watcher, Public Persona, Quick Cash
Scan, $1 Million Identity Theft Insurance and Identity Theft Consultation and Restoration. Please note
that in order to activate your services you will need to follow the instructions in the section titled “How to
Take Advantage of Your Identity Theft Protection Services” below. Additional information describing your
services is included with this letter.

To receive credit monitoring, you must be over the age of 18 and have established credit in the U.S., have a
Social Security number In your name, and have a U.S. residential address associated with your credit file.

‘What Should You Do If You Have Any Questions Or Foel You Have An identity Theft Issue?

Call 1-777-277-2727, 8 a.m. to 5 p.m. (Central Time), Monday through Friday. Kroll's licensed lnvestlgators
are standing by to answer your questions or help you with concerns you may have. Please have your
membership humber ready.

Again, please know that this is a precautionary advisory, but given the seriousness of this issue, we want to
assist you in taking every safeguard necessary to ensure your privacy. We are committed to fully protecting
the information entrusted to us by our retail producers and policyholders. We regret that this has happened
and any inconvenience that this situation may cause you. We trust that the quality and reliablility of the
services we are offering to you demonstrate our continued commitment to your security and satisfaction.

Sincerely,

-

James McCarthy
President
Anderson & Murison, Inc.

P.S. Remember, safeguards for your personal data security are available at no cost to you.

To enroll:

1. Visit 222.22??22.com and follow the online instructions to take advantage
of your identity theft protection services.

To receive your credit services by mail instead of online, please call 1-777-727-2777.

{if Kroll In House use 1-844-263-8605)

2. Call 1-777-777-72727 if you have an identity theft issue or if you have any questions.
Kroll's licensed investigators are ready to help you.

How to Take Advantage of Your ldanmy Theft Protocuon Se rvices
Membetshlp Numlm' «Member ID»

VIslt m ????7?.¢om and Iollow the online Instructions to take advan-

tage of your identity theft protection services. : ' | 2 Help is.only 2 phone call away.
“ou can view your services at any time by logging onto Kroll’s Idenmy 1f you have a question, need assistance, or feel you may be a victim
otection website. When you enroll, be prepared to Pw"de Your | of identity theft, Call 1-222-223-2272, 8 a.m. to 5 p.m. (Central Time),

Monday through Friday, and ask to speak with an investigator,

Take advantage of this no-cost opportunity and let the experts at
Kroll help you assess your sltuauon and saleguard your ldentlty

F membershlp number.

272.777777.com is compatible with the current version or one version
earlier of Internet Explorer, Chrome, Firefox or Safari.
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Anderson & Murison, Inc.
Wholesale Insurance Services

800 West Colorado Blvd,, P.O. Box 41911 Insurance License #0323106
Los Angeles, CA 80041
(323) 255-2333 or (800) 234-6977 FAX (323) 255-0957

Personal Umbrella Application

[TasTName Firel "
Producer:
Producer Code:
Ty ST 5
Agent/Brkr.Lic.s:
~Garsging Address (i dierel) Office Address:
Cny: Stater___ Zip:
Polics Period——Fiom T IW Tel: Fax
UMBRELLA INFORMATION '
COVERAGES PREMIUMS CALCULATIONS
Agplication for Primary Umbrela I [Basic s
Application for Excess Umbrelia I~ {Residences $
POLICY AMOUNT RETENTION Automobiles $
Recreational Vehicles $
Million| $ Watercralt S
OPTIONAL COVERAGES TO APPLY: Other s
Total s
PRIMARY POLICY INFORMATION
TYPE OF POLICY COMPANY/POLICY NUMBER | POLICY PERIOD PROPERTY
BODILY INJURY DAMAGE
AUTOMOBILE
PERSONAL LIABILITY
WATERCRAFT
RECREATIONAL VEHICLE
UNDERLYING UMBRELLA s MILLION
OPERATOR INFORMATION
LIST ALL MEMBERS OF THE HOUSEHOLD AND ALL OPERATORS OF VEHICLESWATERCRAFT AS REQUIRED BY COMPANY
DRIVERS TICENSE DATEOF VERICLE, CRAFT, ] WMAJOR VIO, | ACCIDERT |
¢ | N NUMBER STATE BIRTH % OF USE,ETC. | (3YEARS) | (3YEARS) | (3YEARS)
! 0 0 0
2 0 0 0
’ 0 0 0
- 0 0 0
REAL ESTATE g
LIST ALL OWNED, LEASED OR OCCUPIED RESIDENCES, BUILDINGS, FARMS, VACANT LAND, ETC.
? LOCATION DESCRIPTION # UNITS/ACRES YEAR BUILT OCCUPANCY
1
2




AUTOMOBILES RECREATIONAL VEHICLES
LIST ALL AUTOS OWNED, LEASED LIST MOTORCYCLES, SNOWMOBILES, DUNE BUGGIES, MINIBIKES, ETC.
¥ _| YEAR MAKE AND MODEL # | VEAR MAKE AND MODEL
1 1
2 2
3 3
WATERCRAFT
LiST ALL WATERCRAF T OWNED, LEASED, CHARTERED OR FURNISHED FOR REGULAR USE
¢ | vEAR TYPE, MANUFACTURER, MODEL OO E-NE mmw&;srgb
)
2
EMPLOVMENT
OCCUPATION EMPLOYER'S NAME AND ADDRESS
SPOUSE'S OCCUPATION EMPLOYER'S NAME AND ADDRESS
OTHER OPERATOR'S OCCUPATION EMPLOYER'S NAME AND ADDRESS

["PRIOR CARRIER AND POLICY NOMBER

EXCEEDING $5,000.00 DURING THE LAST 5 YEARS?
Ono  [vyes @xrram

GENERAL INFORMATION

polices?
6 | Do you engage in any type of farming operation?

7 | Do you hold sny non-remunerative positions? 14| should be aware?
E«mm- T 75 | 77 any business Bolviles conducied Trom your
residence or premises (excluded in policy jacket)?

13

® EXPLAIN ALL “YES* RESPONSES IN REMARKS YES | NO # EXPLAIN ALL "YES" RESPONSES IN REMARKS YES | NO
1 Wf i D 8 Do you employ any residence employees? D D
B -~ el O[O [Marcarerwamer 0|0
3 | Any driver.with mentaliphysical impairments? ool w© A‘n'gum e pn,::m;..;' pro 3 Oolo
v [RER v MRS SRR | [ B | 1 | s e et | | L
5 mm Ol 0l e Was any coverage declined, cancefled, non-renewed? 30l
o|a 0|0

a|a ojgd

a0

Nolice to Applicant: In compliance with Public Law 91-508 this notice Is to inform you thal in connection with your epplication for Insurance (1) an
investigafion may be made &s o your insurabilily, inciuding inforrnation &s lo cheracter, general reputation, personal characieristics and mode of iiving; and
(2) ackifional information as lo the nature and scope of any investigation requested will be furnished to you, upon your writlen request made within a
reasonable time after you recelve this notice.

1 have read the foregoing and agree that it is true and complete to the best of my knowledge and that this policy, if Issued, and afl renewals thereof, are to be issued in
reliance upon this information, unless a change in information Is supplied by me. | understand that signing this application does not bind me to

acoopt this insurance nor does it bind the company (o issue a policy to me.
APPLICABLE IN THE STATE OF NEW YORK: Any person who knowingly and with intent to defraud any Insurance company or other person files an
application for Insurance or stalement of clalm containing any materially false information, or conceals for the purpose of misleading, information conceming

any fect matertal thereto, commils a fraudulent insurance acl, which is a crime, and shall also be subject lo a civil penslly not to exceed five thousand dollars

and the states value of the claim for each violation.
FRAUD WARNING: Any person who knowingly and with intent to delraud any insurance company or other person flles an application for insurance or

sfatement of clalm contalning any materially false informalion or conceals for the purpose of misleading, information conceming any fact material thereto
commits a fraudulent Insurance sct, which Is a crime and subjects such person to criminal and civil penallies.
INSURANCE CANNOT BE CONSIDERED FOR BINDING UNLESS THIS APPLICATION IS SIGNED BY THE APPLICANT:

Time Date
Time Date

Applicant Signature

PUMBAPP (12-96)
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To the Parents of

<<Member First Name>> <<Member Last Name>>
<<Address1>>

<<Address2>>

<<City>>, <<Slate>> <<Zip Code>>

<<Date>> (Format: Month Day, Year)

Subject: Security Incident
Quote No.: <<ClientDef1(QuotsNumber)>>

To the Parents of <<Member First Name>> <<Member Last Name>>,

As you may know, Anderson & Murison is a wholesale insurance broker who assisted your retail insurance
agent in applying for a personal umbrella Insurance policy for you and your child. We are writing to tell you
about a data security incident that may have exposed some of your child’s personal information. We take
the protection and proper use of your child’s information very seriously. That Is why we are contacting you
directly to let you know what happened and how we are protecting your child personally.

T RN S T e 25

&

Your agent used our personal umbrella rating system to obtain a quote through Anderson & Murison’s
web-based online personal umbrella rating system. To request a premium estimate, your agent provided
us with information relating to your child. On July 18, 2014, we discovered that some of the umbrella
applications completed on our website were accessible for viewing on the internet. This inadvertent
disclosure was not the result of an action or inaction by your retail insurance agent.

When we discovered the disclosure, we investigated further and learned that some of the umbrella
applications completed on our web-based program were accessible for viewing on the internet at
some point between June 2014 and July 18, 2014, As of July 18, 2014, those applications are no longer
available for viewing. We have attached a copy of a sample application to give you an idea of the
information that may have been available. Information that may have been disclosed Includes your
child’s name, address, date of birth and driver’s license.

Because some of the applications may have included information about others in your household,
Anderson & Murison is taking the additional precaution of sending separate notification letters to every
individual whose personal information was inadvertently disclosed. For example, if the application
submitted for you listed two other members of your household who operated vehicles belonging to you,
if that information Included that other person’s name, and date of birth or driver’s license, those other
persons will get letters just like this one. In that example, your household would get three total letters
saying essentially the same thing.

At this time, there is no evidence to suggest that there has been, or will be, any attempt to misuse any
of the information and we are unaware of any actual identity theft resulting from these disclosures. We
believe that limited unauthorized access occurred, but we cannot track exactly who accessed, or if any
applications were downloaded or saved. We are continuing to investigate and monitor the situation.

After learning of the inadvertent disclosure on July 18, 2014, we immediately took action to end the
possibility of unauthorized access by changing the involved server’s authentication passwords and
credentials for the affected accounts.

Given the potentially serious nature of any data breach, we have reported the breach to law enforcement,
and if required by your state regulations, your state Attorney General’s Office. The notification has not
been delayed as a result of a law enforcement investigation.

93010814



Itis alwnys a good practlco for your child to monitor all of their ﬁnanclal accounts for any signs of
suspicious activity. Also, if you determine that an account has been fraudulently established using

your child’s identity, you should immediately contact a credit reporting agency.

While we have no evidence that any of your child’s personal information was targeted or used, as a
precaution and to help relieve concerns and restore confidence following this incident, Anderson &
Murison secured the services of Kroll to provide Identity theft protection at no cost for 1 year. Kroll
is a global leader in risk mitigation and response, and thelr team has extensive experience helping
people who have sustained an unintentional exposure of confidential data.

Your child’s identity theft protection services include Identity Theft Consultation and Restoration.
What Should You Do If You Have Any uestions Or Feel Your Child Has An Identity Theft lssus?

Call 1-855-205-6946, 8 a.m. to 5 p.m. (Central Time), Monday through Friday. Kroll’s licensed investigators
are standing by to answer your questions or help you with concerns you may have. Please have your child’s
membership number ready.

Again, please know that this is a precautionary advisory, but given the seriousness of this issue, we want
to assist your child in taking every safeguard necessary to ensure their privacy. We are committed to fully
protecting the information entrusted to us by our retail producers and policyholders. We regret that this
has happened and any inconvenience that this situation may cause you or your child. We trust that the
quality and reliability of the services we are offering demonstrate our continued commitment to your
child’s security and satisfaction.

Sincerely,

L Ao b

James McCarthy
President
Anderson & Murison, Inc.

How to Toke Advnntage of Your Idantlty Theﬁ Protecﬂon Servlces

Membershlp Number «Member ID»
_ Help is only 8 ph,om call away.
- 1f you have 2 question, need assistance, or feel your child. may be a
- victim of identity theft, Call 1-855-205-6946, 8 a.m. to 5 p.m. (Central
* Time), Monday through Friday, and ask to speak with an investigator.
| Take advantage of this no-cost opportunity and let the experts at
. Kioll help you assess your child’s situation and safeguard their identity.



Los Angeles, CA 90041

a @ 800 West Colorado Bivd., P.O. Box 41911 Insurance License #0323106
www.andersonmurison.com
{323) 255-2333 or (800) 234-6977 FAX (323) 255-0957

Anderson & Murison, Inc.

i bbb hind Personal Umbrella Application

[EstRame First Middle e

Producer Code:

AgenVBrikr,Lio3:

Garagng Address (i omerent) : Office Address:

City; State;___ Zp;

~Police Penod  From: | e TW Tel: Fax:

COVERAGES PREMIUMS CALCULATIONS

$

js Mitiori| $ Watercrafl s
OPTIONAL COVERAGES TO APPLY: Other s
$

PRIMARY POLICY INFORMATION

L
TYPE OF POLICY COMPANY/POLICY NUMBER POLICY PERIOD PROPERTY
BODILY INJURY DAMAGE

AUTOMOBILE

PERSONAL UABILITY

WATERCRAFT

RECREATIONAL VEHICLE

UNDERLYING UMBRELLA ] MILLION

OPERATOR INFORMATION

LIST ALL MEMBERS OF THE HOUSEHOLD AND ALL OPERATORS OF VEHICLES/WATERCRAFT AS REQUIRED BY COMPANY

o DRIVERS TICENSE T 7a7e DATE OF ]~ VERICLE, CRAFT—T WROR VIO —T WAJOR VIO ACCIDERT—
NUMBER BIRTH % OF USE, ETC. (3 YEARS) (3 YEARS) (3 YEARS)

. 0 0 0

: 0 0 0

. 0 0 0

‘ 0 0 0

REAL ESTATE

UST ALL OWNED, LEASED OR OCCUPIED RESIDENCES, BUILDINGS, FARMS, VACANT LAND, ETC.

* LOCATION DESCRIPTION # UNITS/ACRES YEAR BULLT OCCUPANCY

3

2

3




[TAUTOMOBILES RECREATIONAL VEHICLES
LIST ALL AUTOS OWNED, LEASED LIST MOTORCYCLES, SNOWMOBILES, DUNE BUGGIES, MINIBIKES, ETC.
] MAKE AND MODEL 7 | VEAR __WAKE ANO MODEL_

1 1

2 2

3 , 3
WATERCRAFT

YEAR TYPE, MANUFACTURER, MODEL LENGTH HP. SPEED NEW VALUE | NAVIGATED

LIST ALL WATERCRAFT OWNED, LEASED, CHARTERED OR FURNISHED FOR REGULAR USE
[
1
2

EMPLOYMENT
OCCUPATION EMPLOYER'S NAME AND ADDRESS
SPOUSE'S OCCUPATION EMPLOYER'S NAME AND ADDRESS
OTHER OPERATOR'S OCCUPATION EMPLOYER'S NAME AND ADDRESS

"PRIOR CARRIER AND POLICY NUMBER

awemmou.ooo.oommmausnvms?
Ono OvesExeam

GENERAL INFORMATION

4 EXPLAIN ALL "YES" RESPONSES IN REMARKS YES | NO # EXPLAIN ALL "YES" RESPONSES IN REMARKS YES | NO
1 | regulor use? | : 100 e |o0youemployany reskence empioyees? olo
Afy diiver Convicied Tor any Watlic violations
% | @ast3 yoars) . 4 O|0|e» olo
3 | Any driver with mentalphysical impairments? olgl| w olo
4 | business? O|j0|n or cllmlmu coverage for |mlﬂo oxpmu? O] 0
Any premises. vehicies, walercrall, awcrali, Owned,
6 | hired, leased or regularly used, not covered by pimary | [] | [J | 12 m:nmmmm.am,mm olo
Do you engage In any type of farming operation? D D 13 e tMay be 0O O
7 | Doyou hold sny non-temuneralive positions? O10] 1 be - olo
P | residence or D D
pramises {excluded in policy Jacket)?

Notice o Applicant: In compiiance with Public Lew 91-508 this nofice is to Inform you thet in conneciion wilh your epplicstion for insurence (1) en
investipation may be made s .10 your insurabiiity, including information as lo-character, genaral reputstion, personal characieristics and mode of iving; snd
{2) additional information es to the nelure and scope of any investigalion requesied will be furnished (o you, upon your written request made within &
reasonable time after you recelve Ihis notice.

1 have read the foregoing and agree that It I true and complete 1o the best of my knowledge and that this policy, If issued, and 2l renewals thereof, are to be fssued in
refiance upon this information, unless a change In information is supplied by me. | understand that signing this application does not bind me to

accept this iInsurance nor does it bind the company 1o issue a policy 1o me.

APPLICABLE IN THE STATE OF NEW YORK: Any person who knowingly and wilh inlen! lo defreud any insurance company or other person files an
application for insurance or stalament of clalm containing any malerially false Informafion, or conceals for the purpose of misieading, information conceming
any fact malerial therelo, commils & fraudulent Insurance act, which is a crime, and shall also be subject to a civil penaity not to exceed five thousand dollars

and the slales value of the claim for each violation.

FRAUD WARNING: Any person who knowingly end with inlent to defraud any insurance company or other person files an application for insurance or
stalement of claim containing any materelly faise information or conceals for the purpose of misleading, information concerning any fact material therelo
comimits & fraudulent insurance acl, which is 8 crime and subjects such person to criminal and civil penallies.

INSURANCE CANNOT BE CONSIDERED FOR BINDING UNLESS THIS APPLICATION IS SIGNED BY THE APPLICANT:

Applicant Signaiure Time Date
Time Dale

Agent/Broker Signalure
PUMBAPP (12-06)




B Kroll.

Take Advantage of Your identity Theft Protection Services

You've been provided with access to services from Kroll, a global leader in risk mitigation. Over the past 14 years,
Kroll has provided data breach response services for cases impacting more than 100 million individuals including
personal consultation to more than 180,000 consumers and worked some 8,000 confirmed identity theft cases.
When you need assistance, rest assured that your services are backed by an expert team who can answer any

question you may have.

The following services are included in your Essential Monitoring package:

Kroli employs a team of experienced licensed investigators to provide you with expert,
one-on-one assistance:

Consultation: You have unlimited access to consultation with & dedicsted licensed
investigator at Kroll. Support includes best practice tips to assist in ongoing protection,
explaining your rights and protections under the law, assistance with fraud alerts, and
interpreting how personal information is accessed and used, including investigating
suspicious activity that could be tied to an identity theft event.

Restoration: Kroll's restoration services are the most comprehensive of any provider.
Should you become a victim of identity theft, a dedicated licensed investigator can work
on your behalf to resolve related issues. The investigator does more than shoulder the
bulk of the recovery; they can dig deep to uncover &ll espects of the theft, and then
work with creditors, collection agencies, utilities, government entities, and more ...

to resolve it.

Credit Monitoring through TransUnion: Credit services can be a key tool in detecting
early warning signs of identity theft. You'll receive alerts when there are changes to your
credit data—for instance, when a new line of credit is applied for in your name. If you do
not recognize the activity, you'll have the option to call a Kroll investigator, who can help
you-determine if it's an indicator of identity theft. You'll also receive “no activity” notices
if there have been no changes to your data.

Web Watcher: Web Watcher helps to detect if your personal information is being bought
and sold online. This program monitors hacker chat,rbpms. forums and other websites
where criminels are known to trade stolen information. Thousands of sites are monitored,
looking for matches to your personel information, such as Social Security, medical ID,
and financial account numbers. if your information is found, you will be promptly alerted
and provided with instructions to contact your investigator. Monitoring starts as soon
as you enroll and select the information to search.

Yaur identity theft protection. S&IvICes aié continued on back
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more information.

in the policy.

State Notification Requirements

All States.

You may obtain a copy of your credit report or request information
on how to place & fraud alert or security freeze by contacting any
of the netional credit bureaus below. It is recommended that you
remain vigilant for incidents of freud and identity theft by reviewing
credit card account staterments and monitoring your credit report
for unauthorized activity.

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 2104 P.O. Box 2000
Atlants, GA 30374  Allen, TX 75013 Chester, PA 19022
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com  www.experian.com  www.transunion.com
For residents of Massachusetts,

It is required by state law that you are informad of your right to
obtain a police report if you are & victim of identity theft.

For residents of Massachusetts and West Virginia.

You also have the right to place a security freeze on your credit
report by contacting any of the credit bureaus listed st above.

A security freeze is intended to prevent credit, loens and services
from being approved in your name without your consent.

To place a security freeze on your credit report, you may be able
to use an online process, an automated telephone line or 8 written
request. The following information must be included when requesting
a security freeze (note thet if you are requesting a credit report

for your spouse, this information must be provided for him/her as
well): (1) full name, with middle initial and any suffixes; (2] Social
Security nurnber; (3) date of birth; (4) current address and eny
previous addresses for the past five years; and (5) eny applicable
incident report or complaint with a law enforcement agency or the
Registry of Motor Vehicles. The request must also include & copy
of & government-issued identificetion card end a copy of a recent
utility bill or benk or insurance statement. It is essential that each
copy be legible, display your name and current meiling address,

Public Persona: Public Persona monitors public record databases for names, aliases
and addresses that are associated with your Social Security number. Records include,
among other data sources, property or deed registration, internet job site providers,
state occupational license data, and court proceedings. If information is found, an
alert email is sent. If you see a name, address or alias that is not associated with you,
contact Kroll's investigators for more information. Once you have enrolled, you can
view the services at any time by logging onto Kroll's identity protection website.

Quick Cash Scan: Quick Cash Scan monitors thousands of short-term and cash-advance
loan sources, such as rent-to-own or payday lenders. These are sometimes referred to
as “non-credit” loans because the application process does not always include a credit
check, making it easier to use stolen or fraudulent identity information. You'll receive an
alert when a loan is reported, and you'll have the option to call a Kroll investigator for

$1 Million Identity Theft Insurance: Reimburses you for out-of-pocket expenses
totaling up to $1 million in legal costs for any one stolen identity event. Additional
benefits include a $0 deductible and coverage for fees associated with replacing
documents, traveling expenses, loss of income, child care and-elderly care and
fraudulent withdrawals. All coverage is subject to the conditions and exclusions

and the date of issue. The consumer reporting agency may charge
e fee of up to $5.00 to plece & freeze or lift or remove & freeze and
free i you are a victim of identity theft or the spouse of & victim of
identity theft, and you have submitted a valid police report relating
1o the identity theft incident to the consumer reporting agency.

For residents of lowa, Maryland, Michigan, Missourl, North
Caroline, Oregon, and West Virginia.

It is required by state laws 10 inform you that you may obtain a copy
of your credit report, free of charge, whether or not you suspect any
unauthorized activity on your account.

For residents of lowa.
State law advises you to report any suspected identity theft to law
enforcernent or to the Attorney General.

For residents of Oregon.
State lews advise you to report any suspected identity theft to law
enforcement, as well as the Federal Trade Commission.

For residents of lilinols, Maryland and North Carolina.

You can obtain information from the Federal Trade Commission, and
for rasidents of Maryland and North Carolina, from your respective
state Office of the Attorney General, sbout steps you can take
toward prevanting identity theft.

Federal Trade Commission

Consumer Response Center

600 Pennsylvanie Avenue, NW

Washington, DC 20580

1-877-IDTHEFT (438-4338)
www.ftc.gov/bep/edu/microsites/idtheft/

Marylend Office of North Carolina Office of
the Attorney General the Attorney Genaral
Consumer Protection Division Consumer Protection Division
200 St. Paul Place 8001 Mail Service Center
Baltimore, MD 21202 Raleigh, NC 27698-8001
1-888-743-0023 1-877-566-7226

www,0ag.state.md.us www.ncdoj.com
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