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December 15, 2014

Via First Class US Mail

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Apple Leisure Group — Notice of Data Security Event
Dear Sir or Madam:

We represent Apple Leisure Gljoup® and AMResorts (“ALG”), 7 Campus Blvd., Suite 100,
Newtown Square, Pennsylvania 19073, and are writing to notify you of a data event that may have
compromised the security of one (1) New Hampshire resident’s personal information. ALG’s
investigation into this event is ongoing, and this notice may be supplemented should ALG learn of
‘any new significant facts subsequent to its submission. By providing this notice, ALG does not
waive any rights or defenses under New Hampshire law.

Nature of the Data Security Event

On May 6, 2014, ALG received calls from customers regarding suspicious activity on credit cards
used to book reservations through the AMResorts websites. ALG launched an internal investigation
to determine whether the reported incidents were related to the AMResorts websites. ALG notified
its online booking vendor, and worked closely with them to determine whether customer personal
information could have been accessed through their system. ALG retained third-party forensic
experts to assist with the investigation of this matter and determine whether customer data would
have been accessed without a legitimate business purpose. Although no malware, computer virus,
or network intrusion has been identified, the investigation did identify activity in the system that
may indicate unauthorized access to the data.

ALG takes the security of its customers’ personal information very seriously. There is a possibility
that certain customers’ personal information was subject to unauthorized access. This information
may have included some combination of the name, address, credit card information, telephone
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number, email address and date of birth of one (1) New Hampshire resident. ALG has changed its
processes so that access to credit card information is no longer possible.

Notice to New Hampshire Resident

ALG is sending written notice of this incident to the one (1) New Hampshire resident whose
information was contained in the file on or about December 15, 2014, in substantially the same
form as the letter attached hereto as Exhibit A.

Other Steps Taken and To Be Taken

In addition to providing written notice of this incident to all affected individuals as described above,
each affected individual is being offered access to one (1) free year of credit monitoring services
and identity restoration services. ALG is also providing each individual with additional information
on how to protect against identity theft and fraud, including how to place a fraud alert on one’s
credit file, the contact information for national consumer reporting agencies, how to obtain a free
copy of one’s credit report, and a reminder to remain vigilant for incidents of fraud and identity
theft by reviewing account statements and monitoring free credit reports. ALG is also providing
written notice of this incident to other state regulators, international regulators, and national
consumer reporting agencies. To help prevent something like this from happening in the future,
ALG changed its processes so that access to credit card information is no longer possible and is also
reviewing its processes and enhancing its policies and procedures.

Contact Information

_ding this notification or other aspects of the data security event,

Very truly yours,
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Laura A. Rieben for

LEWIS BRISBOIS BISGAARD & SMITH LLpP

LAR:sn
Enclosure .

cc: Apple Leisure Group
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