s
| Jun 13 2016 1052AM HP Fax page 2

Taa1 o Long e R, Sue 250 Ameriprise Q

Troy, M1 48098 . .
Y Financial

June 13, 2016

Office of the Attorney General

Consumer Protection and Antitrust Bureau
33 Capital Street

Concord, NH 03301

Phone: (603) 271-3643

Fax: (603) 271-2110

Re: Information Security Breach Notification

Dear Sir or Madam:

This letter js for the purpose of notifying your office that Ameriprise Financial Services, Inc. had
a data breach incident involving the theft of information for (3) Ameriprise clients who are
residents of New Hampshire. Specifically, on April 28, 2016, an employee uploaded a file to a
third party website for a limited amount of time. This file contained the clients’ personal
information, including name, address, email address, date of birth, driver’s license, Social
Security and Ameriprise account numbers.

At the same time that this letter is being sent, Ameriprise Financial will also be sending a
notification letter to the affected residents, a copy of which is enclosed. The letter describes
steps Ameriprise Financial is taking to help ensure that these individuals’ accounts are not
accessed by unauthorized persons and provides them with an opportunity to enroll for one year
of credit monitoring from Equifax, at Ameriprise Financial’s expense. In addition, we have
included a copy of a brochure containing information about how to protect against identity theft.

If you have any questions regarding this incident, please contact me at (248) 205-5817.

Si ncerel Y,

4.&_\1 Vl‘ﬁ{u \L(q/ \4-({.;(\‘(’:( \
Kathleen A. Dedenbach
Vice President & Group Counsel
Chief Privacy Officer
General Counsel’s Organization
Ameriprise Financial, Inc.
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1632 <<CLIENT ID>> <<CHECK DIGIT>> 001

Ameriprise @,

Financial

<<Mail Date>>

<<FIRST NAME>> <<LAST NAME>>
<<ADDRESS_LINE 1>>
<<ADDRESS_LINE_2>>

<<CITY>>, <<STATE>> <<ZIP>>

Dear<<FIRST NAME>> <<LAST NAME>>;

I am writing to make you aware of an incident that occurred. On April 28, 2016, an employee uploaded a file to a third party website
for a limited amount of time, This file contained your personal information, including name, address, email address, date of birth,
driver’s license, Social Security and Ameriprise account numbers. Due to the sensitive nature of this information, 1 wanted to notify
you of this incident.

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit monitoring
program for one year at no expense to you. This program is administered by Equifax, one of the three national credit reporting
agencies. Equifax Credit Watch will provide you with an “early warning system” which alerts you to any changes to your credit file.
The last page of this letter includes the features of the Equifax Service and the promotional code you need to use to enroll for one free
vear of coverage.

I recommend you take the following actions to help protect against the potential misuse of your personal information such as:

e Thoroughly review your account statements and transaction confirmations.

e  Review any solicitations you receive in the near future.

e Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure there is no
unauthorized activity.

e Read the enclosed educational brochure which provides resources and measures to help protect against identity theft.

s Bevigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you have any doubts about
the caller, hang up and call your advisor to verify the validity of the call.

In the event that you experience fraud or theft as a direct result of this situation, please call the Ameriprise Financial Suspicious
Activity Hotline immediately at (800) 862-7919, Ext. 11208 to speak with a fraud investigator.

If you have any questions, please do not hesitate to contact the Ameriprise Service Delivery department at (800) 862-7919. Please
accept my sincere apology regarding this situation and any inconvenience it may cause you.

Sincerely,
ST sl e
LI I T
FR TR (G RPN ST SRS E
Kathleen Dedenbach
Vice President & Group Counsel
Chief Privacy Officer

Ameriprise Financial, Inc.

Enclosure; Ameriprise Financial Identity Theft Brochure © 2016 Ameriprise Financial, Inc. All rights reserved
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