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July 9, 2012 |

Via Facsimile 603-271-2110
and Federal Express !
Attorney General Michael A. Delaney 3
New Hampshire Department of Justice
Attn: Security Breach Notification
33 Capitol Street \
Concord. New Hampshire 03301

Re: Data Breach Notification

Dear Attorney General Delaney:

Our law firm represents the American Pharmacists ‘Assomatlon (“APhA”). a 501(c)(6)
entity which is a national professional society of pharma01sts representing pharmacists,
scientists, students, technicians, and others interested in ad\‘lancmg ‘the profession. Pursuant to
applicable New Hampshire law, APhA hereby notifies you of a recent data security incident

involving approximately 81 New Hampshire residents.

On May 28, 2012, APhA discovered that its we‘t;)site wa}s defaced by an unknown
individual or group. A subsequent, independent forens1c 1nVFst1gatxon determined that
unauthorized individuals had access to certain APhA computer servers between April 23, 2012
and May 28, 2012. As of the date of this letter, the foren51c 1nvest1gators have determined that
those servers included files with credit card numbers — some actmve and some expired - of

approximately 81 New Hampshire residents; however, the 1nves}1gators have been able to
confirm actual access to, and acqulsmon of, the credit card numbers of only 2 of those New
Hampshire residents. Please note that it is possible that the foregon‘lg numbers do not represent
81 unique New Hampshlre residents; rather, one or more 'New ampshlre residents may be
included more than once in the total number of residents. ‘ ‘

Within minutes of learning of the incident, APhA shut dO\Lvn its web site and related
computer servers. APhA then reported the incident to law enforcement engaged an experienced
forensic cybersecurity team to conduct an aggressive investigation,

prevent further data access. APhA continues to work with law enforcement in connection with
the incident. ‘
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In connection with this incident, APhA began noti‘fying the affected New Hampshire

residents on July 2, 2012. APhA has offered one year of co
cases where there is evidence of actual acquisition or
information. Please note that APhA does not collect

information.

mplementary data theft protection in

access| of personally identifiable

any petsonally identifiable health
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Please direct any questions to the undersigned at (41 0 1347-8’{21.
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Sincerely,

’
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Moulsdale
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