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Attorney General Joseph Foster
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

Dear Attorney General Foster:

Pursuant to NH Statutes Section 359-C:20(I)(b), we are writing to notify you of a potential
unauthorized use of personal information involving one (1) New Hampshire resident.

On December 10, 2014, Alin Machining Company Inc. (d/b/a Power Plant Services) learned that
an independent contractor may have misused personal employee information for a very small
group of Power Plant Services personnel between November 7, 2014 and December 4, 2014.
The types of information that were the subject of this incident include:

Name

Address

Social Security Number
Bank Account Number

The company believed that there was an issue when several employees contacted its Human
Resources (HR) department regarding suspicious activity on their financial accounts. The

company immediately launched an internal investigation to try to determine the cause of the
suspicious activity.

During the course of its investigation, the company’s HR manager indicated that he had shared
his user name and password, providing access to the company's externally housed HR system
(“HRIS”), with an independent contractor. At that point, the company’s investigation focused on
the independent contractor's activities. The company was able to confirm that access to HRIS
occurred at unusual times and from unknown IP addresses. Power Plant Services notified and is

working with law enforcement—both state and federal—who are currently investigating the
matter.
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Power Plant Services has determined that there is one (1) New Hampshire resident whose
information could have been accessed by the independent contractor. At this time, Power Plant
Services knows of 7 employees whose information may have been misused, and those
individuals have been contacted separately. Currently, Power Plant Services has no indication
that the information of the New Hampshire resident has been misused, but Power Plant Services
will be notifying this individual in an abundance of caution. Attached please find a copy of the
notice letter that will be mailed to the affected New Hampshire resident on January 13, 2015.

Power Plant Services is taking steps to prevent future incidents of this nature, including
reviewing its hiring policies, use of independent contractors, and third-party companies that it
utilizes to assist with both. In addition, the company has retained individuals with respect to user
access privileges and protection of user IDs and passwords. The company is further reviewing
its employee data access process with the goal of implementing more stringent access protocols.

Power Plant Services:

Should you have any questions about this matter, please do not hesitate to contact me directly, by
phone or email. Thank you for your attention to this matter.

Sincerely,
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