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New Hampshire Department of Justice
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Dear Sir or Madam:

Pursuant to Section 359-C:20 of the Revised Statutes of New Hampshire, I am writing as
counsel for Akorn, Inc. to inform you that Akorn has recently learned that four company e-mail
accounts were compromised. Kirkland & Ellis was retained to investigate the incident, and
while our investigation is ongoing, our work to date indicates that the e-mail compromise
occurred over several weekends starting approximately two months ago, though we have not yet
determined the ultimate cause of the breach. The compromise was discovered when Akorn’s in-
house IT team looked into difficulties that some employees were having in accessing their
company e-mail accounts, and we believe any unauthorized access to these e-mail accounts
ended by April 20, the date by which all relevant passwords were changed. During our
investigation into the scope of the potential breach, including a forensic analysis of the affected
e-mail accounts, we determined that it is possible that, through information contained in e-mails
or attachments in the four accounts that were compromised, the hackers obtained personal
information, including names and Social Security Numbers, both for the persons whose e-mail
accounts were compromised (and their associates and relatives) and for additional persons whose
information was in human resources and/or payroll-related records. We first identified personal
information that may have been compromised on May 1. Subsequently, on May 11, we
discovered the potentially compromised personal information (Social Security Number) of an
individual that was later identified as a New Hampshire resident. To date, we have determined
that one resident of New Hampshire is among those whose personal information may have been
at risk.

We are working with law enforcement to investigate this crime. Akorn has also engaged
a leading computer forensics firm to conduct a thorough investigation at our direction, and
Akorn has taken several steps to enhance its security measures.

A written notice describing the incident will be sent today via first-class mail to impacted
individuals, including the one resident of New Hampshire. Notice was not delayed because of a
law enforcement investigation. To protect this individual and others whose information may
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have been compromised, Akorn is offering Experian’s® ProtectMyID® Alert fraud protection and
credit monitoring services for 12 months from the date of enrollment at no cost to the
individuals.
If you have any questions relating to this incident, please contact me.
Sincerely,
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John A. Eisenberg



